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Zscaler and Centrify
Solution Brief
Centrify for Zscaler is an easy-to-deploy service that offers the industry’s most
comprehensive solution for Active Directory-based single sign-on, access control,
and mobile management. Centrify also supports hundreds of other SaaS apps so
your users can get single sign-on to all your cloud-based applications.
PAINLESS ACTIVE DIRECTORY INTEGRATION FOR ZSCALER
Drop-in integration with Active Directory. Centrify for Zscaler
provides drop-in integration with Active Directory, requiring no
extra holes in the firewall. A 5-minute install securely connects
your Active Directory to the Centrify Cloud Service without
replicating sensitive data to the cloud or a third-party. Centrify
for Zscaler requires no specialized knowledge or dedicated
infrastructure in order to deliver secure single sign-on.
Seamless access to Zscaler across all your users’ devices.
Simply use Active Directory credentials to get one-click access
to Zscaler and all your favorite SaaS apps through the MyCentrify
Portal. Users can seamlessly access MyCentrify from a web
browser or a mobile device — and with Zero Sign On for devices
enrolled in the Centrify Cloud Service.
Single sign-on to the rest of your SaaS applications. In addition
to Zscaler, Centrify has a catalog of hundreds of pre-integrated
cloud apps. Using a personalized MyCentrify portal, users can
simply log in once and then point, click, and launch all their SaaS
applications without having to remember their username and
password for each app. Users can even silently authenticate
to the MyCentrify portal without having to log on if they access
it from a browser on a computer in their corporate network or
through a mobile device that has Centrify for Mobile installed.
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Easiest to deploy solution for federated identity from Active Directory.
• Five-minute install of Centrify Cloud Proxy
• No servers, software, or appliances in the DMZ
• No AD schema changes or software on domain controllers
• No new holes in your firewall
• No replication of Active Directory to a third-party cloud solution

Requirements:
Windows server joined to Active Directory with Internet access for Centrify Cloud Proxy

Centrify for iOS

Centrify for Android

Centrify for SaaS

Centrify Cloud Manger

CLOUD SERVICE

Microsoft
Certificate
Authority

Centrify Cloud
Proxy Server

Centrify DirectManage Framework
DirectManage
ADUC Extension

ACTIVE DIRECTORY-BASED SECURITY INFRASTRUCTURE

DirectManage Group
Policy Extension
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About Zscaler
Zscaler is revolutionizing Internet security with the industry’s first Security as a Service platform. As the most
innovative firm in the $35 billion security market, Zscaler is used by more than 5,000 leading organizations,
including 50 of the Fortune 500. Zscaler ensures that more than 15 million users worldwide are protected against
cyberattacks and data breaches, while staying fully compliant with corporate and regulatory policies.
Zscaler is a Gartner Magic Quadrant leader for Secure Web Gateways and delivers a safe and productive Internet
experience for every user, from any device and from any location—100% in the cloud. With its multi-tenant,
distributed cloud security platform, Zscaler effectively moves security into the Internet backbone, operating in
more than 150 data centers around the world and enabling organizations to fully leverage the promise of cloud and
mobile computing with unparalleled and uncompromising protection and performance. Zscaler delivers unified,
carrier-grade Internet security, next-generation firewall, web security, sandboxing/advanced persistent threat (APT)
protection, data loss prevention, SSL inspection, traffic shaping, policy management, and threat intelligence—all
without the need for on-premises hardware, appliances, or software. To learn more, visit us at www.zscaler.com.

About Centrify
Centrify is a leader in securing enterprise identities against cyberthreats that target today’s hybrid IT environment
of cloud, mobile and on-premises. Centrify helps protect against the leading point of attack used in data breaches
― compromised credentials — by securing an enterprise’s apps and infrastructure for all its users. The Centrify
Identity Platform secures an enterprise’s internal and external users as well as its privileged accounts. Trusted
by more than 5,000 customers, including half of the Fortune 50, Centrify secures identities across hybrid, cloud,
mobile and on-premises IT environments. The Centrify Identity Platform reduces risk by placing identity at the
center of protecting data. With unified identity management across cloud, mobile and data center IT environments,
corporations benefit not only from heightened security, but from continuous compliance and improved ROI.
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