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Fareportal is a leading travel agency based in North America, featuring well-known
brands, such as CheapOair.com. The company’s unique hybrid business model bridges
the gap between an online travel agency and a traditional travel agency. It provides a
convenient online booking capability as well as a 24x7 personalized booking experience
arranged by hundreds of trained and certified travel agents in multiple countries and
languages. By leveraging company-owned and operated contact centers located
worldwide, Fareportal is able to deliver one of the highest levels of customer service
and support in the air travel business.

The Challenge
Fareportal began as a traditional travel agency, booking travel and creating
tickets on paper. As internet commerce began to explode, Fareportal moved
away from paper bookings to an online platform. After the launch, it became
evident that security is a critical element of a successful online business.
Security has always been a major concern for Fareportal, which has dealt
with personally identifiable information since its inception. However, a digital
transformation brings an increased emphasis on security, as well as
increased complexity.
“We couldn’t allow our agents to access normal email sites, upload sites, or any
kind of non-business-related site while working in the contact center because
they have customers’ most confidential information sitting in their systems,”
Mr. Ahuja said.
However, internet access is a critical tool for Fareportal’s agents. This meant
creating unique policies for the various groups in the contact center and
throughout the organization.
“We had to have different web policies, tailored for different users in the contact
center, different policies for managers, for people who are picking up the calls,
for technology folks, and different ones for our leadership,” Mr. Ahuja said. “Some
policies are based on blocking everything and opening only a few areas, while
some policies allow everything and only block a few areas.”
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Simple Solution to Complex Problems
While researching solutions, Mr. Ahuja and his team
discovered that hardware-based security solutions
weren’t designed to solve the types of problems
Fareportal was facing. In addition, these systems
would strain Mr. Ahuja and his team.
“We wanted to put minimum effort into managing
the solution from an operational standpoint. So we
need a SaaS-based service that could manage and
solve this problem for us,” Mr. Ahuja said.
In the end, there was only one tool that was able to
support the complexity of their internet access as
well as meet their operational needs.
“The only solution we were able to find to solve
our digital transformation needs was Zscaler,”
Mr. Ahuja said.
With Zscaler, Fareportal was able to reduce the
number of security policies from around 700 to
around 75 policies. And, Zscaler was able to prevent
nearly 400 million policy violations over the course
of three months.
“That has helped us to improve our network
performance and solve any problems immediately,
because we now know which policy is related to
which user,” Mr. Ahuja said.

A Safer Environment
After implementing Zscaler Internet Access,
Fareportal saw its fraud rate drastically drop. In
addition, the number of malicious incidents was
cut in half.
“Be it phishing or malware or bots getting installed
on a machine, or people trying to connect and do
something malicious, with all the threat blocking
Zscaler is doing for us, the number of threats has
reduced significantly,” Mr. Ahuja said.
Mr. Ahuja added that, since the Zscaler platform
was performing so well, the team was able to
start inspecting SSL-encrypted traffic to provide
increased security.
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WINS
• Granular policies for internet access
reduced internal fraud rate, saving the
company money while increasing the
productivity of employees.
• Comprehensive security, including
SSL inspection, reduced the number
of attempted malicious connections
(phishing, bots, etc.) by 50%.
• Simplified operations condensed 700
internet access rules down to around 75.
• Future-proof security speeds up
international growth and expansion.

In addition, the new restrictions on internet access
at contact centers lead to a change in culture.
The team worked closely with Fareportal’s human
resources department to clearly communicate the
changes to employees. Ultimately, this led to an
increase in employee productivity.

Size and Reach
The size of the Zscaler cloud, with more than 150
data centers around the globe, allows users a
shorter, and faster, route to the internet. This was of
great benefit as Fareportal looked to expand their
international office presence.
“We have a large customer base outside the USA,
including Canada, Mexico, the UK, and the EU
region, and that’s where our offices are,” Mr. Ahuja
said. “When we start planning the opening of
an office in a new location and setting up a new
employee base, Zscaler is available and speeds
up the process of securely brining the new location
online. This helps us with our international
growth strategy.”
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The size and scalability of the Zscaler cloud also provide Fareportal with the bandwidth and security to handle
seasonal spikes in traffic and threats.
“We don’t have to worry when we look ahead at our future internet traffic, because now the internet traffic
can grow and Zscaler can handle it. During peak seasons, the threat landscape also grows, and that’s where
Zscaler helps us to understand and make sure that we are able to scale up faster,” Mr. Ahuja said.

“Whether it’s a commerce or a fraud issue, something on the website,
or internal fraud, everything has a financial impact, and that’s why
security has to be part of it.”
Today’s Success Leads to Future Steps
The performance of the Zscaler solution, as well as the support Fareportal has received to get the platform
working correctly, has emboldened Fareportal to expand its use of Zscaler, specifically Zscaler Cloud DLP
and Zscaler Private Access™ (ZPA™).
“Zscaler has a dedicated customer success team that helped us get where we need to be successful,”
Mr. Ahuja said.

About Zscaler
Zscaler enables the world’s leading organizations to securely transform their networks and applications for a mobile
and cloud-first world. Its flagship services, Zscaler Internet Access™ and Zscaler Private Access™, create fast, secure
connections between users and applications, regardless of device, location, or network. Zscaler services are 100% cloud
delivered and offer the simplicity, enhanced security, and improved user experience that traditional appliances or hybrid
solutions are unable to match. Used in more than 185 countries, Zscaler operates a multi-tenant, distributed cloud security
platform that protects thousands of customers from cyberattacks and data loss. Learn more at zscaler.com or follow us
on Twitter @zscaler.
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