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Die Zscaler Experience

Zscaler: Ein Leader im Gartner® Magic Quadrant™ 2023 für Security Service Edge (SSE)
Zum Report


Ihre Welt, sicherErleben Sie, wie Zero Trust Ihre Organisation transformieren kann.




Der Unterschied durch Zscaler
Der Unterschied durch ZscalerErleben Sie die weltweit größte Security Cloud
Erfolgsgeschichten unserer Kunden
Positive Analystenbewertung
Maschinelles Lernen und KI bei Zscaler
Für eine bessere CO2-Bilanz



Grundlagen von Zero Trust
Grundlagen von Zero TrustWas ist Zero Trust?
Was ist Security Service Edge (SSE)?
Was versteht man unter Secure Access Service Edge (SASE)?
Was ist Zero Trust Network Access (ZTNA)?
Was versteht man unter Secure Web Gateways (SWG)?
Was ist ein Cloud Access Security Broker (CASB)?
Was ist eine Cloud Native App Protection Platform (CNAPP)?
Ressourcen zu Zero Trust






Produkte & Lösungen


Zuverlässiger Schutz für UserIhre User erhalten nahtlosen, sicheren und zuverlässigen Zugriff auf Anwendungen und Daten.




Schutz von WorkloadsZscaler unterstützt die Entwicklung und Ausführung sicherer Cloud-Anwendungen, gewährleistet Cloud-Konnektivität nach dem Zero-Trust-Prinzip und schützt Ihre Workloads im Rechenzentrum genauso zuverlässig wie in der Cloud.




Sicherheit für IoT- und OT-GeräteZscaler bietet Zero-Trust-Konnektivität für IoT- und OT-Geräte sowie sicheren Remotezugriff auf OT-Systeme.





Produkte
ProdukteKomplett Cloud-native Services gewährleisten den Erfolg Ihrer digitalen Transformation
Sicherer Zugriff aufs Internet (ZIA)
Secure Private Access (ZPA)
Digital Experience (ZDX)
Datenschutz (CASB/DLP)
Posture Control



Lösungsbereiche
LösungsbereicheZero-Trust-Lösungen schützen und vernetzen Ihre Ressourcen – für ein ungehindertes Wachstum Ihres Unternehmen
Schutz vor Cyberbedrohungen
Data Protection
Zero Trust Networking
Business Analytics
Alternative zu VPN
Zero Trust SASE
Schnellere Integration bei Fusionen und Übernahmen
Hervorragende digitale Anwendererfahrungen
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Zero Trust für IoT/OT
Produkte und Lösungen finden
PartnerintegrationenBranchen- und marktspezifische Lösungen






Plattform

Zero-Trust-Exchange-PlattformErfahren Sie, wie Zscaler mit einer Cloud-nativen Plattform, der größten Security Cloud der Welt, Zero-Trust-Sicherheit bereitstellt.
Zero-Trust-Exchange-PlattformTitle Link



Transformation dank Zero-Trust-Architektur
Transformation dank Zero-Trust-ArchitekturNeuer Schub für Ihren Weg zur Transformation
Sichere digitale Transformation
Netzwerk-Transformation
Transformation von Anwendungen
Sicherheitstransformation



Sicherheit für Ihre Geschäftsziele
Sicherheit für Ihre GeschäftszieleErfolgreiche Geschäfts- und IT-Initiativen
Gesicherte Business Continuity
Accelerate M&A and Divestitures
Schutz für Unternehmen in wirtschaftlich herausfordernden Zeiten
Schutz für hybride Belegschaft
Zscaler Client Connector herunterladen






Ressourcen

Schulung, Austausch und Support.
Lernen Sie die Tools und Ressourcen kennen, die Sie dabei unterstützen, Ihre Transformation zu beschleunigen und Ihr Unternehmen zu schützen.
Schulung, Austausch und Support.Title Link
Eine Plattform für Wegbereiter von Digitalisierung und Zero Trust
Jetzt besuchen




Ressourcen-Center
Ressourcen-CenterImmer die aktuellen Best Practices
Ressourcenbibliothek
Blog
Erfolgsgeschichten unserer Kunden
Webinare
Zpedia



Events und Schulungen
Events und SchulungenProgramme, Zertifizierungen und Events
Anstehende Events
Zenith Live
Zscaler Academy



Studien und Services zum Thema Sicherheit
Studien und Services zum Thema SicherheitStudien und Erkenntnisse einfach abrufbar
ThreatLabz-Analysen





Instrumente
InstrumenteSpeziell entwickelte Tools
Security Preview
Sicherheits- und Risikobewertung
Aktuelle Sicherheitswarnungen
Erkennung von Sicherheitsrisiken
Executive Insights App
ROI-Rechner für Ransomware-Schutz



Community und Support
Community und SupportAustausch und Support
Customer Success Center
Zenith Community
CXO REvolutionaries
Zscaler Hilfe-Portal
Machen Sie sich mit den neuesten Innovationen von Zscaler vertraut



Branchen- und marktspezifische Lösungen
Branchen- und marktspezifische LösungenLösungen für Ihre Branche und Ihr Land
Öffentliche Hand
Gesundheitswesen
Finanzdienstleistungen
Education
Alle anzeigen
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Unternehmen

Über ZscalerRückblick und Ausblick

PartnerUnsere Partner, Systemintegratoren und Technologieallianzen

News und AnkündigungenAuf dem Laufenden mit den aktuellen News

FührungsteamDas Führungsteam stellt sich vor

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Für InvestorenNews, Aktieninformationen und Quartalsberichte

Umwelt, Soziales und GovernanceUnser ESG-Ansatz

KarriereTeil unserer Mission werden

PressezentrumSämtliche Ressourcen für die Berichterstattung zu Zscaler

ComplianceWie wir strenge Standards erfüllen

Zenith VenturesWie wir strenge Standards erfüllen





Erfolgsgeschichten aus der Praxis






Cushman & Wakefield Blocks Millions of Threats & Accelerates M&A Integrations 
Zscaler Reduces Dependence on VPN and Improves Secure Cloud App Access for 52,000+ Users
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Anwendungszugriff mit Zero Trust
Zuverlässiger Schutz vor Cyberangriffen
Sicherheit für Ihre Daten
Zuverlässiger Schutz für User
Schnellere Integration bei Fusionen und Übernahmen
Alternative zu VPN
Zero Trust SD-WAN


Profil

	Unternehmen:Cushman & Wakefield
	Industrie:Real Estate
	Hauptsitz:Chicago, Illinois, USA
	Größe:52,000+ employees across 400 offices in 60 countries


Hintergrund

Founded in 1917, Cushman & Wakefield is one of the “big three” largest commercial real estate services organizations in the world. The publicly traded company manages approximately 5.1 billion square feet of commercial space and has 52,000 employees in more than 400 offices across 60 countries.


Herausvorderung

Provide secure SaaS access for mobile users, protect against external and internal threats, and adopt a security-as-a-service model


Produkte
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)



Ergebnisse
Supports the business model: 80% SaaS environment used by mostly mobile users,Reduces risk by inspecting encrypted traffic: 2.3M hidden threats detected and blocked in 3 months
,Boosts protection: 513.2M policy violations prevented and 3.3M security threats blocked in 90 days,Eases the security as a service transition: reduces VPN and SD-WAN reliance at 400+ sites worldwide
,Speeds up M&A integration: provides access to key apps in days rather than months



Ergebnisse
	Supports the business model: 80% SaaS environment used by mostly mobile users
	Reduces risk by inspecting encrypted traffic: 2.3M hidden threats detected and blocked in 3 months

	Boosts protection: 513.2M policy violations prevented and 3.3M security threats blocked in 90 days
	Eases the security as a service transition: reduces VPN and SD-WAN reliance at 400+ sites worldwide

	Speeds up M&A integration: provides access to key apps in days rather than months













Laying the foundation for Cloud and SD-WAN with Zscaler


Play Customer Video

























Erik Hart
Chief Information Security Officer, Cushman & Wakefield
My goal is to work with a trusted security partner who can provide a streamlined, simple-to-manage service that has the ability to scale—and that’s exactly where the Zscaler Zero Trust Exchange fits into our strategy.














Fallstudie









Shifting from a legacy infrastructure to the cloud
When CISO Erik Hart joined Cushman & Wakefield about five years ago, his vision was to shift the company’s approach to security away from infrastructure, devices, and appliances to thinking about cloud-based security as a service (SECaaS).


A globally distributed company with hundreds of branch offices and a mostly mobile workforce, Cushman & Wakefield needed to improve SaaS application performance for users, simplify its network architecture, and accelerate M&A integrations. In 2019, the company adopted SD-WAN and the Zscaler Zero Trust Exchange as its compatible cloud-based security solution. Since then, Cushman & Wakefield has pushed ahead with its cloud-first goals even more aggressively, significantly minimizing reliance on the data center and SD-WAN.


“We’ve had a big shift in how we operate our business. Given that SaaS is 80% of what powers Cushman & Wakefield, we’re continuing to simplify our infrastructure and shrink the size of our data centers as we move to a cloud-first and partner-first model,” said CISO Erik Hart. “As a security practitioner, my goal is to work with a trusted security partner who can provide a streamlined, simple-to-manage service that has the ability to scale—and that’s exactly where the Zscaler Zero Trust Exchange fits into our strategy.







The zero trust journey begins with securing application access for mobile users
Because of the nature of Cushman & Wakefield’s business, many employees—property managers, building engineers, and other technicians—work out in the field. Even before the COVID-19 pandemic, only about 30% of users worked in a corporate office.


When Cushman & Wakefield rolled out SD-WAN to improve connectivity, Hart sought out a security solution that would provide the benefits of a next-generation firewall at a lower cost, with less maintenance, and with greater flexibility. He and his team selected Zscaler Internet Access (ZIA), part of the Zero Trust Exchange. Zscaler integrated seamlessly and enabled secure local internet breakouts without the expense and complexity of traditional on-premises firewall appliances.


Zscaler also provided identical protection for users using any device, wherever they connected to the internet or accessed Microsoft 365, Salesforce, Mimecast, Workday, or SaaS-based real estate applications. The combined solution also gave the team complete visibility over what was happening on the network and who was using which applications. Zscaler enabled the IT team to prioritize traffic to business-critical applications over traffic going to YouTube or social media.







Following the user with unified security policies and rapid SaaS access
Cushman & Wakefield was fully prepared for remote work when the time came. Hart recounted: “In 2020, when the pandemic hit, a C-level technology peer asked me, ‘So, what do we have to do to pivot with security?’ I answered, ‘Nothing. We’re all set. Zscaler is already on everyone’s computer.’" 


For Hart, the big advantage of Zscaler is that it follows the user. No matter where employees work—in the field, at home, or at the office—they have consistent protection and policy enforcement along with fast, direct access to the SaaS applications they need to do their jobs.


Hart and his team plan to continue modernizing branch office connectivity while strengthening security. They are beginning to set up new offices following a café model, where users can securely connect to corporate resources without the need for outdated point-to-point VPN or SD-WAN. To enable access to private applications, he intends to broaden his implementation of Zscaler Private Access.







Comprehensive protection covers all the bases
When it comes to cybersecurity, one of Hart’s primary areas of focus is protecting the company’s systems and sensitive data from ransomware and other advanced attacks, breaches, and insider threats motivated by malice or resulting from carelessness.


“The Zscaler Zero Trust Exchange plays a critical role in keeping threats at bay by minimizing the attack surface. Because a user is connected only to a single application and not to the network, lateral movement of a potential attacker is eliminated,” Hart pointed out.


To prevent compromise, Zscaler performs TLS/SSL traffic inspection before establishing connectivity to SaaS applications in order to identify malware and leaked data hidden in encrypted traffic. AI-powered cloud security services further enhance protection, preventing ransomware, phishing, zero-day malware, and advanced attacks based on threat intelligence gathered from 300 trillion daily signals by Zscaler ThreatLabz. 


Zscaler also protects mobile users and their devices from phishing and web-based attacks through configurable URL filtering rules and policies that control access to specified categories of websites and sites with high risk scores.







With the Zscaler Zero Trust Exchange, we’re pleased to say that we’ve had no major security events that negatively affected our clients or users.
- Erik Hart, Chief Information Security Officer, Cushman & Wakefield










Integrations support a coordinated, extensible zero trust platform
The interoperability between Zscaler and other strategic solutions in Cushman & Wakefield’s technology ecosystem is fundamental to the company’s cloud-first and zero trust transformation. With its open API, Zscaler simplifies integration with these critical solutions, making consolidated infrastructure and defense-in-depth a reality.


In 2019, when the company decided to use SD-WAN, it deployed Zscaler to secure connections to the open internet and SaaS applications at its more than 400 branch offices. With the integration, branch offices manage cloud and internet traffic without backhauling it to the data center, resulting in faster connections and a better user experience. The integration also provides consistent protection for all users, regardless of location, and policy-based access company-wide, without the maintenance headaches and high costs of on-premises firewall appliances.


“To advance our goal of achieving cloud agility and simplicity, it made sense to go with Zscaler because it  integrates so seamlessly with SD-WAN,” said Hart. 


More recently, the Zscaler integration with CrowdStrike has enhanced endpoint protection by sharing real-time threat intelligence, data alerts, and device health information. The Zscaler-CrowdStrike integration continually assesses the security of devices in real time. Only devices that meet the designated Zero Trust Assessment (ZTA) score threshold can access sensitive applications. Shared threat intelligence and automated workflows help minimize the number of security incidents.


“The ZTA score, threat intelligence, and automated workflow provide our team with insight into the threat landscape to apply appropriate access policies, reduce the attack surface, prevent lateral movement, and deliver timely threat detection and response,” noted Hart







Tailoring security to meet clients’ data privacy and compliance requirements
As a global organization, Cushman & Wakefield works with clients of all types, all with varying data privacy requirements and security postures depending on their size and location. The agile, scalable Zscaler architecture enables his team to customize protection as needed. 


“Zscaler gives us the flexibility to address the security and compliance needs of clients in each of our locations without having to invest in additional security point products. We may need strong data loss prevention for our large financial sector clients and other capabilities for a single building that's owned by a real estate investor who wants to look after the needs of his or her tenants. Zscaler is perfect for us in that regard,” said Hart







Scalable security and streamlined infrastructure foster business agility
The positive impacts of Zscaler are readily apparent at Cushman & Wakefield. Not only can the platform scale to process upwards of 20 billion transactions every quarter; it also reduces business risk by monitoring traffic for data leaks and malware. In just three months, Zscaler detected and blocked 2.3 million encrypted threats. Furthermore, Zscaler elevates protection, stopping 513.2M policy violations and blocking 3.3 million threats in one quarter.


“With the Zscaler Zero Trust Exchange, we’re pleased to say that we’ve had no major security events that negatively affected our clients or users,” remarked Hart.


Looking at the big picture, Zscaler fully supports the Cushman & Wakefield business model, with its mainly SaaS-focused highly mobile workforce. For the most part, Zscaler has eliminated legacy solutions, such as VPN and firewalls, that the company relied on in the past. The net result is a more streamlined IT environment, a unified and improved user experience, a more robust security posture, and greater agility







How zero trust addresses the needs of a global company
Over the course of his career, Hart noted that one of the biggest digital transformation lessons he has learned is the importance of evolving the focus of security—away from infrastructure and toward supporting how, where, and when employees perform their jobs. That’s why zero trust is central to his philosophy of less security infrastructure and more attention to creating a seamless security experience for all users.


By moving core security to the cloud with Zscaler, Cushman & Wakefield can protect its users anywhere. With zero trust architecture, Hart and his team have not only gained visibility; they have reduced response time when protecting the organization and its assets from today’s sophisticated threats. Hart underscored that Zscaler has enabled Cushman & Wakefield to swiftly meet its security and technology goals without getting bogged down with “unhelpful legacy infrastructure that doesn't address immediate needs.”


“In a post-COVID world, we still have good reasons for prioritizing remote work enablement. As a CISO of a global company, with global responsibilities, it simply makes more sense for me to prioritize communicating with distant geos over commuting to an office most days,” he explained.


“The Zscaler Zero Trust Exchange lets us establish a centralized overview of where users are connecting from, which devices they are using, and the posture of those devices. And unlike our legacy security stack, it has helped us become more efficient by consolidating practices like monitoring and blocking.”







So many vendors make big promises, but Zscaler actually does what it says it can do.
- Erik Hart, Chief Information Security Officer, Cushman & Wakefield










What’s next: better visibility into risk, continued integrations, simplifying M&As
As Hart plans for the future, he has three items on his priority list: continued security ecosystem consolidation, getting a better handle on Cushman & Wakefield’s security risk profile, and mapping out a strategy to simplify and accelerate the M&A process.


Streamlining Cushman & Wakefield’s security infrastructure is always top-of-mind for Hart. He is looking at building a coordinated security ecosystem through additional Zscaler integrations. This includes making the most of recent investments in additional CrowdStrike products such as Falcon LogScale, its next-generation SIEM and log management tool, and integrating with other existing solutions such as Mimecast, a cloud-based email security and management system used by all employees.


“An important action item for me is to look more deeply into how we can increase operational efficiencies by taking full advantage of Zscaler’s open API. We’re looking at ways to broaden threat intelligence sharing, enable better visibility, and engage automation to a greater degree,” said Hart.


To better understand Cushman & Wakefield’s security risk, Hart is evaluating Zscaler Risk360. This intuitive quantification and visualization framework generates a detailed risk posture profile based on real data ingested from an organization’s Zscaler environment and Zscaler ThreatLabz security research. Risk360 is a practical data-driven risk management tool that can help Cushman & Wakefield gain complete visibility to risk in all areas of its environment and drive continual cybersecurity improvement. 


Finally, M&As is another area where Hart expects to more fully utilize Zscaler. While M&A activity slowed down for Cushman & Wakefield during the pandemic, it is expected to ramp up soon. Zscaler will be instrumental in quickly integrating acquired companies as well as getting users up and running on business-critical applications in days rather than months.


“So many vendors make big promises, but Zscaler actually does what it says it can do. I see that Zscaler, as a vendor, has a well-defined technology roadmap that provides opportunities for future exploration and expansion,” summarized Hart













More from this customer









CISO Erik Hart on Cushman & Wakefield’s transformation
 Read CXO Journey


Cushman & Wakefield’s roadmap for consolidating and simplifying security with Zscaler
 Read the Blog













Verwandte Erfolgsgeschichten Kunden

ManpowerGroup
Erfolgsgeschichte anzeigen



Falkirk Council
Erfolgsgeschichte anzeigen



Tiffin University
Erfolgsgeschichte anzeigen
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DIE ZSCALER EXPERIENCEMehr erfahren über:
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Zscaler gilt als der führende Anbieter im Bereich Zero Trust. Das Unternehmen nutzt die größte Security Cloud der Welt, um die Geschäfte der etabliertesten Unternehmen der Welt zu antizipieren, abzusichern und zu vereinfachen.
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